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cntuiitions.  Specific  system  responses  to  intrusions  by  a human  and  liy  an 
animal  are  shoAii.  Both  the  radial  and  the  ciri  umferenlial  sensitivity  of  the 
system  to  va'  unis  modes  of  human  locomotion  (walkinj',  creepiiif',  crawling, 
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l■'inaUv,  areas  that  need  additional  investigation  are  identifieil  and  some 
specific  lectmimendations  made.  ^ ^ 
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An  RF  Intrusion  Sensor  for 
Isolated  Resources 


1.  iMuoni  • noN 

No  system  now  available  qan  provide  adequate  all-weather  intruder  protection 
for  high  value  isolated  resources.  A number  of  approaches  have  been  aimed  at  ' 

developing  reliable  intruder  detection  systems  for  parked  aircraft.  These  have 
not  generally  been  successful  because  of  inherent  limitations  in  the  techniques  that 
were  applied.  This  report  describes  some  initial  investigations  of  an  experimental 
radio  frequency  intruder  detection  technique  which  promises  significant  advantages 
over  existing  approaches.  The  method  can  be  applied  to  structures,  vehicles,  or 
even  military  positions. 

The  purpose  of  any  such  system  is  to  protect  an  isolated  resource  sucli  as  a 
large  parked  aircraft  by  surrounding  it  with  a sensor  system  which  defines  a zone 

around  the  resource.  Any  intrusion  within  this  zone  is  detected  and  an  alarm  i 

sounded.  Radio  frequency  signals  in  the  VlIF  range  are  i>articularly  useful  for 

1 ’’ 

this  application.  For  example,  unlike  optical  and  infrared  sensors,  radio  ' 

frequency  sensors  arc  not  affected  by  snow,  rain,  fog,  dust,  darkness,  or  other 

(Received  for  publication  30  March  1977)  ] 

1.  llurngard,  I).  R.  et  al  (1973)  Kquipment  Hescription  of  a Mobile  l.aser  I'ence  , 

for  Aircraft  Security,  Working  I’aper  No.  5430,  Dept  l)-!!2,  1 hTTTTtre  ] 

Corporation.  j 


2.  Monostatic  Infrared  Intrusion  Detector  "MIRII)"  (1970)  Fngineei  ing  Itullctin, 
Motorola /(iovernment  Flectronics  Division,  17,  No.  )2;l)l-5l. 
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t'luironnirntal  fai-tors.  l)o[>pU'r'  and  beam  bri'akt*r  radur.s,  whicli  (iju'i-ate  at 
tnicrowavt'  rrt'ijiuau'ios,  also  oxhibit  st‘\‘t‘i'o  itpi-rat ional  pi’obU'nis.  Mu*  forn\t*i\ 
doplovod  uiulei'  an  aii'oral't,  art*  subjoot  t(*  sluidow  ottorts  Irotn  tlu*  landing  ^t*ai‘ 
stiaic'turo.  Tbo  lattor  tioi-mally  requifo  throo  m-  four  units  to  pi'otoct  a sin^lo 
rostnii'oo  and  aro  subjoct  to  blind  si>ots.  Otlior  sensors  oporatin^^  at  various  fi'o- 
(■luoncit's  and  usini^  tiin't'ront  dott'otion  ti'ohniciuos  liavo  i)i’on  imu'sf i|»atotl  aiut  none 
has  vet  bet*n  found  suifablt*.  'Mu'  most  severe  {iroblem  comnum  to  all  systems 
now  available  is  tlu'ir  hi^h  false-alarm  rate  and  low  defection  sensitivity  undi'r 
ct'rtain  environmental  et>nditions. 

The  .uoal  of  the  teelmique  to  be  described  is  ti*  t'xploit  the  inherent  an<l  unique 
properties  of  \’lll'  signal-'  in  order  to  t‘liminaf(’  or  gri'  itly  reduce  tlu*  limitations 
of  previous  systems.  In  paidimilar,  at  tlu*se  1 ia‘quencit*s  tlu*  r(*spi»nse  due  to 
human  (sice)  intruders  is  »*nhaiuu d and  that  due  to  smalK'r  animals  is  ^I'eatly 
reduceii.  Also  Vlll-'  si^,n»n;s  are  not  afb'cted  by  envi raaimental  effects.  'Ihest* 
piaqH'rtii’s  ti'^t'tlu'r  b'ail  to  a ''Vstem  whicli  lias  a lii^li  detection  si'nsitivity  ctuipbal 
with  a low  false-alarm  rate. 

'The  investigations  ('utliiu'tt  in  this  report  are  pr(*lim ina I’y  but  do,  in  fact, 
demonstrate  the  feasibility  of  applying:  Vlll'  teclinitiues  to  develop  a simple,  I’eli- 
able,  and  easily  depU^yable  intrudeT-  detector  system. 


J.  si  u 1 \ii  \si  iti  MbMs 

'Mie  problem  of  protecting  an  isolated  structure  from  unautbori/ovl  intruders 
can  be  approached  in  several  ways.  Cine  techniiiue,  applied  to  parki’d  aircraft, 
was  measure  the  capacitance  between  tlu*  nu*tal  aircraft  and  the  ^i*ound  uiuler- 
neath,  \\lu*n  an  intruder  approached  the  aircraft,  the  cafiacitance  changed  and 
tri^^u'red  an  alarm.  It  was  found,  lunvi'ver,  that  the  mc'asured  cajiacitanee  also 
d«*pended  on  such  factors  as  tire  ‘ype,  ^^as  U)ad,  rain,  and  humidity,  and  changed 
markedly  as  the  win^s  moved  in  tlu*  wind.  'I'lu’se  factors  tliat  raised  the  false- 
alarm  ratt*,  ciuipled  witli  tlu*  difficulty  i»f  sc'ttin^  u]i  tlu*  system,  made  it  unsuitable 
for  reliable  ust*. 

d.  Mid-H.me('  Microwavt*  Int  ruder  I let  ectt>r,  Slu*rrock  Security  Systems,  l.td, 
\ortli  Amer~u’an  ( ifRee,  1 Jl  1 NttrTTi  iMtrt  Myt*r  Drivt*,  Suite  No.  lOOd, 

A rlinyton,  VA 

•1.  I ,i^;lit wt'i^ihf  I’orisble  Mierowava*  Harrier  Typi‘  Intrusion  StMiS(U*  "AlDS-dOO,  *' 
CTeneraT  TlvhamTes,  Fleet  ronics  DTvlsron,  T*.  i ).  1 127,  ?san  Die^^o,  C'A 

"LMUt. 

1.  Uoode,  A.  I),  and  rluu'ters,  J.S.T.  (li*7i;)  Microwave  Systems  N«*ws. 

Auoi->t  September,  |>p  lld-llH. 

li.  Outdoor  Microwave  l.mk,  Mottel  dOO,  Omni  Specdi-a,  Inc.,  Securil\  Products, 
l(^0AVe>t  ATanuaTa  nTTvt*,  T(*mpe,  Arivama. 
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It  was  tluiuglit  tliat  in  omtfast  to  this,  an  HI'  sYstcni\  oonhl  ho  nnnlo  io  dopon.l 
on  tho  oharaotori.stio  ilinu'iision  of  Iho  aii-oraft  and  not  on  its  oi  ilioal  .p.n'ini.;  ahi'VO 
tho  lifound.  Tliis  would  lio  aohiovoii  by  onoi’Ki/ in;;  llio  aiivral'l  at  ono  .1'  its  roio- 
nant  l'roi|n<'iioio.s.  Muoh  wofk  has  boon  done  in  tho  ptist  in  indiioinK  hii;h  rroi|iioiu  ■, 

'J 

railiatmt;  oui  ronls  on  airplano  sui  l'apos;  this  inCornialion  i-oiihl  h<-  appliod  to  Iho 
pivst'iit  proliltMu. 

Whon  onoi'Hl/od  noar  rosonanoo  it  was  oxpooloil  that  tlio  s\  doin  would  ho  iiio  t 
sonsitivo  (a  flood  dotoctor)  to  oxlin-nal  inlrudor  disturhaiuws.  .A  nunihoo  of  labora- 
tory nioasuri'inonts  wi'ro  oarriod  out  with  tho  tiUKhd  shown  iti  1 ipuro  1 in  an 
attomiil  to  I'iiul  Iho  host  niothods  of  onoryi .■  iiif;  tho  airi-rafl  and  ndlaldo  iiohnn|uo. 
foi-  dotootinf;  intrusions.  Tho  fjoiioral  afiproaoh  was  to  drivo  tho  airoraft  apainst 
a oonduoliiif;  sui'faio  on  Iho  ground  undor  Iho  piano.  Tho  around  roturns  invosli- 
aatc'd  inohidod  wiro  loofis,  idatos,  sinplo-sl  ri|>  and  imilt  i|)h' - d rip  oonduolors  of 
various  siros.  Sonio  of  Iho  I'oiiihinal ions  that  woro  I riod  at  o li^lotl  in  .Appondix  A. 


I ipnro  1.  rholopraph  of  Moilol  .Airplano 


7.  Tannor,  H.I..  (ll'aT)  Shunt -l■'od  and  Notih-I'od  1 1 - I'  A i ro  ra  ft  .Anionnas , 

A l■VI!('-TN-a7-^l!H;.  Al)' Id.'Hili'h’.''  Stanhird  Hosi'Tiroli'liistT.^  Alonlo  I’ark,  t'A 


I ho  1\ I oharaolori- ( los  uf  (ho  niodol  workintj  a^jain^t  ((it*  ohcjson  /:(round  wc^re  mon- 
itort'd  wiHi  a notwiirk  analy/or  arai  vaidation.s  in  sy.sto'ni  Q,  resonant  froquenev,  or 
impodanoo  woro  usod  to  oomparo  ttio  dtdoction  sensitivity  of  one  setup  with  another. 

I lies  o oonfi^^u  rat  ions  could  ho  treated  as  tuno'd  circuits  or  transmission-line 
systonis  dopondinK  on  how  they  wore  connected  and  which  system  terminals  were 
numitora'd.  lk)w<‘vor,  in  every  mode  invostij^ated  the  problems  found  were  similar. 
It  was  difficult  to  resonate  the  air|ilane;  the  detection  sensitivity  was  more  depen- 
dent on  the  plane's  location  relative  to  other  nearby  objects  than  on  its  character- 
istic dimension,  and  the  pi'rturbation  produced  bv  a scaled  intruder  was  very' 
small.  .'MthouKh  the  results  of  this  aiiproach  were  disappointing,  it  was  applied 
with  some  success  to  an  autonuibile  as  outlined  in  Appendix  11. 

Cradually,  as  a result  of  these  experimental  measurements,  a new  configura- 
tion evolved.  A receiving  loo|i,  surrounding  the  airplane  and  at  some  distance 
ti'om  it,  was  sensitive  to  the  near  electromagnetic  fields  set  up  by  the  energized 
airplane.  Intrusions  through  the  outer  perinuder  of  the  reeeiving  wire  jiroduced 
perturbations  in  the  received  signal  that  were  readily  observed.  This  approach 
did  not  depend  on  choosing  an  operating  fre<|uency  corresponding  to  the  character- 
istic dimension  of  the  aircraft.  Thus  a frequency  could  be  chosen  which  would  be 
most  affected  by  an  adult  intruder. 

It  is  this  configuration  and  its  variations  that  were  tested  in  a field  experi- 
ment. These  full-scale  measurements  are  explained  in  the  next  section. 

:i.  1 ii:i,ini:>rs 

In  order  to  establish  some  of  the  properties  of  a radio  frequency  intruder 
detection  system,  a full-scale  experiment  was  set  up.  A number  of  sensor  con- 
figurations were  investigated  and  their  detection  sensitivity  determined  under 
various  conditions. 

It.  1 llf..rriplion  111  1 \|ii‘rimriil 

The  field  tests  were  conducted  on  an  open  grassy  field,  using  a fully  enclosed, 
metal  truck  trailer  (minus  the  cab)  as  the  physical  structure  to  be  protected.  Its 
dimensions  and  physical  design  are  shown  in  Figure  2.  Because  the  rear  wheels 
were  rubber  and  the  front  metal  jacks  rested  on  wooden  boards,  the  metal  trailer 
was  electrically  isolated  from  the  ground.  The  cable  sensors  were  deployed 
around  the  trailer  in  a circle  about  100  ft  in  diameter. 

The  detection  sensitivity  was  determined  by  measuring  the  response  produced 
when  an  intruder  penetrated  the  protected  zone  around  the  sensor  cables.  With 
one  exception,  the  intruders  were  male  adults  about  fi  ft  10  in.  tall  who  weighed 
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Figure  2.  Schematic  — Metal  Structure  for  Field  Tests 

170  lb.  The  penetrations  were  made  along  radials  at  several  positions  around  the 
trailer  to  assess  the  azimuthal  variation  in  sensitivity. 

Most  of  the  measurements  were  performed  at  about  75  MHz,  whicli  makes  an 
adult  intruder  about  one-half  wavelength  tall.  It  was  found  that  very  little  informa- 
tion is  available  on  the  scattering  properties  of  hunian  targets  at  \TII'  frequencies. 
Shultz  et  al  give  the  radar  cross  section  of  a man,  but  only  at  frequencies  of 

410  MHz  and  above.  Some  general  insight  can  be  obtained  by  studying  the  data  of 

<1-11 

radio  frequency  absorption  by  animals  and  bodies  of  prolate -spherodial  shape. 

8.  Schultz,  F.  V. , Burgener,  R.C.,  and  Kink,  S.  (1958)  Measurement  of  the 

radar  cross  section  of  a man,  Proc.  IRK,  48,  No.  2:478-481,  February. 

9.  Gandhi,  O.  P.  (1975)  Frequency  and  c-ientation  effects  on  whole  animal 

absorption  of  electromagnetic  waves,  lEKF  Trans.  Biomedical  F.ngineering, 
BMK-22,  No.  2:538-542.  ' 

10.  Johnson,  C.C.,  Durney,  C.  H. , and  Massoudi,  11,  (1975)  Ixmg-wavetengtli 

electromagnetic  power  absorption  in  prolate  spheroidal  models  of  man  and 
animals.  IFEK  Trans.  Microwave  Theory  and  Techni<iues,  MT'I  -23, 

No.  9:739-747. 

11.  Weil,  C'.M.  (1975)  Atisorption  characteristics  of  multilayered  sphere  models 

exposed  to  FI II '/microwave  radiation,  IEEE  3 rans.  Biomedical 
Engineering,  BME-22,  No.  2:4  88-4  73. 
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Keferencc  !!,  I'igurt*  page  ri3!l  .shows  the  resonant  frequency  behavior  due  to 
HF  absorption.  Note  in  that  figure  the  change  in  the  magnitude  of  the  power 
absorbed  and  also  tlie  change  in  resonant  frequency  cauiied  by  tlie  different  spatial 
orientations  (polarization)  of  the  objects  relative  to  the  electrical  field.  There- 
fore, the  operating  frequency  must  be  high  enough  to  cause  the  system  to  be  sensi- 
tive to  various  intruder  orientations  yet  low  enough  to  discriminate  against  small 
animals  and  birds.  The  intruder-field  interaction  is  further  complicated  by  the 
imaging  effect  of  the  earth.  I'nlike  frozen  or  dry  soil,  high  conductivity  (wet) 
eartli  acts  like  a good  ground  plane, 

.Several  sensor  cable  configurations,  which  can  be  grouped  into  two  categories, 
were  investigated.  In  the  first  category,  the  sensor  cables  wei-e  indepimdent  of 
the  protected  resource.  In  the  other,  the  resource  was  an  integral  part  of  the 
detection  system.  The  zone  of  protection  produced  by  the  two  types  is  somewtiat 
different.  The  independent  calile  configuration  produced  a toroidal  zone  which 
surrounded  the  resource  while  the  other  enveloped  the  protected  object  w ithin  a 
hemispherical  zone.  Fac-h  of  these  zone  patterns  has  advantages  in  certain 
applications. 

3.2  llrtcrlinn  Sfilsili\il\  Mra.-uri'mi-iil- 

C'on.sider  the  independent  sensor  configuration  shown  in  I'igure  3.  A pair  (if 
cables  is  connected  to  a signal  source  at  one  end  and  terminated  in  a detector  at 
the  other.  An  intruder  crossing  tlie  cables  disturbs  the  fields  thus  producing  a 
change  in  the  level  of  the  detected  signals.  The  sensor  cable.s  were  insulated 
wires. 

'I'lie  response  to  intrusions  along  a number  of  radials  is  shown  in  I’igure  4. 

'I'he  re.spon.se  for  angles  greater  than  ItiO^’  was  about  the  same  as  those  shown  for 
the  smaller  angles.  The  variation  in  r-esponse  with  angle  is  due  to  an  imbalance 
in  the  line  near  the  input -output  terminals  a.s  well  as  attenuation  of  the  signals 
along  the  line. 

Figui'e  .a  shows  a variation  of  tlu?  previous  configuration,  h’or  this  test  tlu' 
wires  were  raised  about  1 in.  above  the  ground,  liaising  tlu-  wires  luxiduced  an 
increase  of  about  .'1  dll  in  the  signal  to  noise  i-atio  (in  one  later  test,  the  wires  were 
lowered  onto  wet  soil  and  the  received  signal  dropped  about  12  dll).  The  unbalanced 
transmitter  and  receiver  terminals  were  cotmectetl  to  their  respective  sensor 
cable  loops  (vith  balmis.  To  compensate  for  .•ittemiation  around  the  loojis,  thi' 
transmitter  and  reet'iver  baluns  were  locatf'd  llio"  apart.  I'igure  li  shows  the 
response  observed  with  this  system  and,  as  expected,  the  variation  in  sensitivity 
with  this  ccmfigur.ation  is  substantially  less  than  th.'it  observed  pi-eviou,l\.  The 
une(|ual  amplitude  response  betwee!i  entry  angles  of  Po"  and  270"  i^  prol)al>ly  due 
to  locali.'.ed  variations  in  wire  location  :md  tei-rain  condition. 
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In  tlif  two  |)revious  confiffuration.s  the  sen.sor  cables  operated  independently  of 
tile  protected  resource  and  the  sensor  fields  tended  to  lie  localized  around  the 
cables.  Thus  tiie  protected  zone  surrounded,  but  did  not  envelop,  tile  resource. 

In  contrast  tlie  next  method  to  be  discussed  uses  tlie  resource  (or  a separate  cen- 
trally located  antenna)  as  an  integral  part  cif  tlie  system.  In  this  case,  the  object 
is  immersed  in  the  protected  zone. 

The  arrangement  shown  in  h'igure  7 used  the  trailer  as  an  integral  part  of  the 
deteition  system.  It  should  be  pointed  out  that  any  other  metallic  structure  to  be 
protected  could  lie  used  in  the  same  way.  Tbe  receiving  loop  was  an  insulated 
wire  resting  on  the  ground.  The  detector  was  located  lliO”  away  from  the  trans- 
mitter feedfioint.  I 'iguro  H shows  the  amplitude  response  of  an  adult  male  walking 
around  the  truck.  The  detection  sensitivity  varies  considerably  with  angle.  This 
is  mainly  due  to  the  shaiie  of  the  radiated  field-strength  pattern  around  the  trailer. 

.Additional  tests  were  conducted  with  this  system  to  determine  its  response  to 
an  int  ruder  walking,  cri'cping,  crawling,  and  rolling  along  a radial  jiath.  The 
results  are  shown  in  I'igures  9 and  10.  As  can  be  seen,  response  at  tbe  point  of 
crossing  decreases  as  the  penetrator  goes  from  an  upright  position  to  a rolling 
one.  However,  intrusions  are  detected  at  distances  up  to  dO  ft  for  the  <'reeping 
and  approximately  la  It  for  the  rolling  positions. 

The  previous  measurements  (Figure  8,  at  82  IMlIz.)  were  repeated  with  the 
receiving  wire  raised  abovit  1 in.  abov'c  the  ground  and  the  operating  freiiuency 
changed  to  7a  MHz.  The  results  shown  in  ITgure  10  indicate  that  the  system 
sensitivity  has  increased  measurably. 

A more  uniform  angle  coverage  was  obtained  by  feeding  the  trailer  from  the 
center  instead  of  from  the  end.  Comparison  of  the  response  shown  in  Figvire  1 1 
with  that  of  Figure  8 clearly  shows  the  improvement. 

The  preceding  measurement  results  were  principally  eonceined  with  the  KF 
field  distributions  and  the  I'csponsc  to  their  perturbation.  In  any  practical  system, 
the.se  responses  must  be  :^ortod  out  and  classified  So  that  only  sigrial  variations 
caused  by  human  intruders  are  recognized.  This  discrimination  is  easily  imple- 
mented by  passing  the  delected  signals  through  a bandpass  filter  followed  by  an 
amplitude  comparator. 

■Such  a processing  system  is  shown  in  I'iguia  12,  connected  to  the  output  of  the 
i-adiating  eonfigu  rat  ion  discussed  in  connection  with  ligure  7.  Fiir  this  experi- 
ment the  trailer  was  center  fed  and  the  receiving  loop  was  a single  wire  divided 
into  two  segimaits.  The  ri'ceived  signals  were  fed  into  a sim|)le  combining  ni'twork 
without  regard  to  their  relative  amplitude  or  phase.  After  detection,  the  signal 
passed  through  a b.andp.ass  filler  (typically  .01  to  10  Hz)  wliich  removi'd  eomponenls 
profluei’il  by  nonhuman,  environmental,  or  physical  disturbances  and  gi  eally 
decreases  the  false-alann  rati-. 
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I'ifTui’O  12.  Sijjnal  Pr'oeessin^r  (Mreiiitry 


I'l'om  tho  riltcr,  the  sitnu'l  pa.ssi'd  into  an  amplitiicU’  ooinparalor  wliii-li 
triyyfi-s  ai\  alaini  wtion  pi-osot  tiii-eshoUl  lovols  are  exceeded  tiy  llie  detected  :iin- 
nal  vidtap'c.s.  I'lie  waveforms  sliown  for  the  system  lesponse  v<dtaKes  were 
ohtainetl  liy  recoi-dinp  the  detected  signals  prior  Ici  filteriiif;  and  thresholding, 
line  modification  to  the  system  is  to  phase  the  input  si^ials  so  t'lat  they  are  can- 
celled in  the  summing  tee,  greatly  reducing  the  carrier  amplitude  level  at  the 
input  to  the  radio  reci  iver.  This  allows  a larger  receiver  gain  to  he  used  with  a 
corresponding  mci-ease  in  detection  sensitivity.  In  this  way  any  of  the  smaller 
amplitude  nuctuations  caused  by  an  intruder  are  more  easily  detected.  Measure- 
ments with  this  s\stem  showed  that  intruder  deti'ction  occurred  for  any  angle. 

I'igure  l:>.'\  shows  an  entry  attempt  in  which  the  intruder  approached  the  pro- 
tected structure  along  one  radial.  The  threshold  levt  Is  for  this  test  were  set  at 
tdV.  .Any  detected  signal  excursion  of  this  amplitude,  in  the  passband  of  the 
filter,  would  trigger  an  alarm.  .As  shown,  the  alarm  was  first  triggered  at  approx- 
imately L’:>  ft  from  the  receiving  wire  or  about  at)  ft  from  the  protected  structure. 

As  entry  conlinued,  the  voltage  fluctuations  enused  by  the  intruder  continually 
exceeded  the  alarm  threshold  levels,  peaking  when  the  intruder  was  between  the 
trailer  and  the  receiver  wire.  This  demonstrates  the  concejit  that  in  this  con- 
figuration the  protected  resource  is  immersed  in  the  prote<-ted  zone. 

A concern  with  any  external  security  system  is  the  fi  equency  of  false  alarn\s; 
that  is,  triggering  of  the  alarm  eithei-  by  natural  events  (mainly  environmental)  or 
bv  birds  and  small  animals.  I'igurc'  bill  shows  the  voltage  [lerlurbations  caused 
bv  a dog  (a  l.'hasa  Apso,  weight  ap|iroximately  15  lb,  ova-rall  dimensions  apiiroxi- 
matelv  11!  in.  by  10  in.  by  li  in.  wide).  The  system  discrimination  was  sufficiimt 
to  pi'oduce  no  alarms  evs-n  when  the  dog  tripped  over  the  receiving  wii-e. 

I•'igure  14  shows  the  results  of  an  intrusion  attem|it  in  which  an  intruder 
attempted  to  cross  the  i-ei-eiver  wire  at  some  height  above  the  wire.  This  lamdi- 
tion  would  exist  in  an  overt  attempt  to  defeat  the  system  or  if  the  sensor  cables 
were  imdt'r  sevi'ral  feet  of  .-now.  'Two  wootlim  stepladdt'rs  (tme  on  each  side  of 
till-  receiver  wire  and  10  ft  ai>art)  s>ip|)orteil  a woollen  plank  ,5  ft  above  the  ground. 
The  intruder'  climbed  one  ladder,  walked  across  the  plank,  and  descended  on  the 
opposite  ladder.  Though  the  sha)ie  of  the  I'esiionse  was  diffei'ent,  the  alarm  was 


triggered. 

For  detection  systems  exposed  to  various  envi I'onmental  conditions,  data  on 
the  effects  of  werdlu'r  such  as  rain,  snow,  and  ice  is  vital.  I'igure  15  compares, 
for  vai'iiius  entry  angles,  the  system  res|)onse  when  the  receiver  wire  lay  on  dry 
earth  and  when  it  was  covered  by  approximately  0 to  0 in.  of  snow.  Although  the 
details  of  the  lesponses  vary,  the  inti'usions  are  clearly  detected.  l''igure  It! 
shows  the  response  to  a man  walking  and  then  crawling  over  the  snow  covered 
wire.  Though  the  response  diminished  for  the  crawling  mode,  it  was  still  clearly 
delectable. 


5 

4 


a 

I 

',1 

■4 

i 

f 


I 

i. 

} 

I 

"1 

ta 


± 


1 9 


RELATtVE 

VOLTAGE  RESPONSE  RELATIVE  VOLTAGE  RESPONSE 

FOR  DOG  fOR  MAN 


10 


• C(  NTtH  Ff  D ■'HAti.tH 

• f Kt  OUf  NO  ^ MH; 


8*  , MELEIVER  WIRL 


i;>.  Kadial  Kesponse  of  VehicU?  Inti'uder  I’rutoc'tion 

System 


retT  FROM  TRAILER 


I'ipiire  14.  Intrusion  Itosponse  to  Ht'i^dit 


RCLATtVC  VOLTAGE  RESPONSE  EOR  MAN 


5EET  fROM  TRAILER 


Fijjure  15.  Intrusion 
f^esponse  — Dry  Earth 
and  Snow 


Fi^ir<'  I (5.  Intrusion 
Kosponso  — Receiver 
Wire  I'nder  Snow 


f—  r — ^ ^ 

• CENTER  FED  TRAILER 

• MAN  WALKING-CRAWLING 

• FREQUENCY*  T5  MHi 

• WIRE  CROSSING  AT  45  FEET 

• ENTRY  ANGLE  ^70• 


4 * l i 

35  40  45  50 

FEET  FROM  TRAILER 


30 


55 


60 


1 


Altliougli  snow  al'fected  system  response,  both  by  decreasing  detection  sensi- 
tivity and  by  changing  the  detailed  shape  of  the  response,  it  was  still  possible  to 
detect  intruders  over  the  range  of  conditions  tested.  Some  brief  tests  were  also 
conducted  to  determine  system  response  to  the  presence  of  a metallic  object  mov- 
ing within  the  zone  of  protection.  For  this  test,  an  adult  periodically  raised  a foil 
covered  box  1 ft  by  1 ft  by  (i  ft  long  over  his  head  and  then  back  to  his  knees.  The 
long  dimension  of  the  box  remained  parallel  to  the  ground  while  the  box  was  moved 
fi'om  an  initial  height  of  3 ft  to  about  7 ft  above  the  ground.  The  man  stood  erect 
during  this  exercise  and  only  moved  his  arms  up  and  down  at  the  rate  of  once 
every  2 sec. 

The  results  of  these  measurements  for  two  orientations  of  the  box  at  each  of 
twfo  azimuth  angles  are  presented  in  Figure  17.  The  interesting  point  to  notice 
here  is  that  the  system  is  not  operating  as  an  omnidirectional  radiator  surrounded 
by  a simple  loop  receiving  antemia.  For  if  this  wore  the  case,  the  ratio  of  radial 
response  to  transverse  response  (R/T)  would  be  expected  to  i-emain  reasonably 
constant  as  the  azimuth  angle  was  changed.  The  fact  that  the  (H/'D  < 1 for  0°  and 
(H/T)  1 foj'  indicates  that  the  structure  has  a complex  polarization  pattern. 
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The  iiicaHurenient  results  that  have  been  presented  c learly  show  the  validity 
of  using  signals  in  the  VHF  range  for  the  detection  of  intruders.  The  signals  are 
relatively  unaffected  by  large  variations  in  ambient  environmental  conditions  and 
interact  strongly  with  human  (sixe)  targets. 

These  preliminary  measurements  have  demonstrated  the  basic  operational 
properties  of  such  systems  and  have  identified  a number  of  areas  wliere  perform- 
ance could  be  greatly  improved.  For  example,  the  receiving  and  transmitting 
cables  had  high  attenuation  when  operated  on  the  ground.  This  problem  could  be 
eliminated  by  u.sing  leaky  coaxial  cables  such  as  CKUT  or  liadiax.  In  other 
applications,  simply  raising  the  sensor  loops  a few  inches  off  the  ground  would  be 
adequate. 

The  signal  processing  used  in  the  experiment  was  simple  although,  in  fact, 
perfectly  suitable  for  practical  application.  An  operational  system  should  have 
additional  features  such  as  a long  time  constant  AGC,  HITE,  CFAH,  jamming 
alarms,  and  performance  ntonitors.  All  of  these  are  well  known  techniques  whicli 
could  be  easily  incorporated  into  an  operational  system. 

There  are  a number  of  measurements  which  have  yet  to  be  made.  These 
include  measurements  ardund  aircraft  to  determine  the  effect  of  wing  motion  and 
radiation  pattern  modification;  the  effect  of  various  ground  compositions  on  caVile 
sensitivity;  the  variation  in  the  scattering  cross  section  of  humans  with  position; 
and  the  polarization  properties  of  the  system  as  a whole.  Hut  these  are  expected 
simply  to  add  to  the  information  base  and  not  to  disclose  serious  performance 
deficiencies. 

After  these  experiments  were  completed,  some  additional  measurements  were 
performed  to  determine  the  forward  scattering  cross  section  of  humans  in  the  Vlll' 
range.  These  measurements  were  conducted  over  a ground  plane  and  repeated 
over  earth.  Scattering  data  was  obtained  over  the  frequency  range  30  to  4.')0  MHz 
for  humans  in  upright,  kneeling,  and  lying  positions.  The  ground  plane  results, 
for  an  erect  adult  about  x/2  tall,  showed  a large  amount  of  structure  with  peaks  of 
varying  amplitude  occurring  at  frequencies  roughly  corresponding  to  X/2n, 
n 0,  1,  2 ...  . An  overall  rise  in  cross  section  with  increasing  frequency  was 
also  apparent.  The  general  shane  of  the  cross  section  vs  frequency  curve  over 
earth  was  similar  to  that  obtaint  d over  the  ground  plane  with  two  important  differ- 
ences. F'Trst,  the  lossy  earth  limits  the  resonance  effects  causing  the  variation 
in  cross  section  over  the  frequency  range  to  be  greatly  reduced.  .Second,  I he 
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avoriiKP  cro.s.s  section  is  considerably  lower  but  its  steady  increase  wilii  ri-ecjuency 
is  still  apparent.  In  lioth  cases,  tlie  cross  section  dropped  off  siiarpJy  lielow  about 
f)0  MHz. 

The  results  of  these  measurements  and  the  full-scale  experiment  indicate  that 
the  specific  operating  frequency  is  not  critical  so  long  as  it  is  high  enough  to  inter- 
act strongly  with  an  adult  intruder. 

It  tui-ned  out  that  the  instrumentation  requii'od  for  implementing  the  indei«m- 
dent  sensor  configtiration  that  produces  a toroidal  zone  of  protection  is  the  satne  as 
that  required  for  the  independent  sensor  configuration  that  provides  hemispherical 
coverage.  Ttius,  only  tlie  design  of  the  sensor  cat)les  need  bo  modified  in  the  two 
methods.  Also  the  exact  placement  of  tlie  cables  or  central  transmitting  antenna 
does  not  appear  to  be  critical.  Tlie  techniques  can  be  applied  to  the  iirotection  of 
aircraft,  structures,  or  even  open  areas.  It  can  be  permanently  installed  or 
carried  and  deployed  temporarily  as  needed. 

A follow-on  program  is  underway  to  investigate  all  of  the  areas  where  addi- 
tional data  is  required.  Detailed  measui-ements  of  several  cable  types,  sensor 
configurations,  and  signal  processing  methods  are  being  made. 


•V  sIMMUn 

lladio  frequency  intruder  detection  is  a viable  option  to  provide  protection  for 
a wide  variety  of  isolated  bigb  value  resources.  The  technique  provides  inherent 
discrimination  between  human  intruders  and  small  animals.  It  is  not  affected  by 
rain,  snow,  fog,  or  other  variations  in  conditions.  .Slow  changes  in  environmental 
factors  are  easily  compensated  for  and  rapid  fluctuations  ran  bo  filtered  out  pro- 
ducing a system  with  high  detection  sensitivity  and  a low  falso-alarm  rate. 
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Appendix  A 

Categorization  of  Intrusion  Detection  Modes  Investigated  During  Model 

Meosu  rements 


The  purpose  of  this  section  is  to  list  some  of  the  many  RF  techniques  that 
were  investigated  in  the  course  of  this  study.  The  measurements  can  be  divided 
into  two  broad  categories  as  shown  below: 

I.  Contact  Coupling 

A.  Contact  Detection 

1.  Tuned-Circuit  Mode 

2.  Reflection  Mode 

3.  Transmission  Mode 
R.  Noncontact  Detection 

1.  Perimeter-Loop  Mode 
II.  Noncontact  Coupling 


A.  Noncontact  Detection  i 

1.  Induced-Resonance  Mode  J 

2.  Independent -Radiator  Mode  s 

3.  Two-Loop  Mode  A 


The  distinguishing  characteristic  of  contact  coupling  is  that  the  structure  to 
be  protected  is  physically  connected  to  the  RF  source;  in  noncontact  coupling  it  i.s 
not.  Noncontact  coupling  also  includes  the  case  of  no  coupling  when  the  obicct  is 
not  part  of  the  RF  system.  Most  of  the  configurations  to  be  mentioned  were  imple- 
mented in  both  balanced  and  unbalanced  configurations. 
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Three  variations  were  investigated  in  which  the  detector  was  connected 
directly  to  the  object.  In  the  Tuned-Circuit  Mode  it  was  the  impedance  that  was 
monitored  to  indicate  an  intrusion.  The  Reflection  Mode  and  the  Transmission 
Mode  are  closely  related.  Here  the  aircraft  served  as  one  side  of  a transmission 
line.  A variety  of  conducting  structures  placed  under  the  plane  were  used  for  the 
other  element  of  the  transmission  line.  In  the  Reflection  Mode  it  was  the  reflected 
power  that  was  monitored;  in  the  Transmission  Mode  it  was  the  transmitted  power. 

Another  configuration  placed  a loop  of  wire  around  the  aircraft.  This  .Nfon- 
contact  Detection  monitored  the  power  coupled  to  the  loop. 

The  Noncontact  Coupling  experiments  each  used  noncontact  detection  for  moni- 
toring. In  the  Induced-Resonance  Mode,  the  aircraft  model  was  energized  with 
dipole  or  loop  antennas  placed  in  close  proximity.  The  Independent  Radiator  Mode 
does  not  depend  on  the  electrical  or  physical  properties  of  the  structure  to  operate. 
An  independent  radiating  system,  typically  one  or  more  monopoles,  is  used  in 
conjunction  with  a perimeter  receiving  loop.  The  two-loop  mode  uses  a pair  of 
concentric  loops  2 to  8 ft  apart.  One  serves  as  a transmitting  loop  and  the  other 
as  a receiving  loop. 
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An  Impedance  Method  for  Intruder  Detection  at 
Microwave  Frequencies 


The  tuned  circuit  mode  was  tested  on  the  model  airplane  and  on  a full  scale 
automobile  (Dodge  Dart,  1972  model,  see  Figure  111  for  dimensions.)  The 
schematic  of  the  experimental  setup  is  shown  in  Figure  112.  The  impedance  of  the 
system  is  translated  through  the  coaxial  cable  to  the  impedance  bridge.  An 
intruder  changes  the  system  impedance  thus  upsetting  the  null  condition  and  indi- 
cating the  intrusion.  Various  combinations  of  feed  locations  and  ground  elements 
were  tried.  These  included  a 2 ft  by  2 ft  aluminum  plate  beneath  the  auto  and  a 
metal  stake  driven  into  the  ground  beside  the  auto.  These  variations  appeared  to 
be  of  lesser  consequence  to  ovei'all  system  performance  than  the  fact  of  operating 
the  tuned  mode.  Maximum  sensitivity  to  an  intrusion  by  an  adult  occurred  at  a 
frequency  of  approximately  20  Mil/,  with  a lesser  response  at  (10  Mil/.  The  ratio 
of  length  of  car  to  wavelength  was  approximately  0.  2 and  1.0,  respectively.  For 
a (>-ft  man,  the  height  to  wavelength  latio  was  about  0.2  and  0.4,  respectively. 

The  pattern  of  the  response  varied  depending  on  the  location  of  llu‘  feed  jxiint, 
although  detection  sensitivity  remaine<l  high  for  all  intrusion  directions.  Maximum 
detecting  distances  averaged  almost  H ft  from  the  car.  A few  times  during  the 
experiments  an  anomalous  effect  occurred  in  which  the  coaxial  < able  began  to 
railiate,  became  sensitive  to  intrusion  attempts,  and  upset  the  null  condition  of 
the  bridge.  Though  troublesome  at  times,  this  effi-i  t could  perhap.  hi'  used  in 
some  specialized  detection  schi’me. 
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cine  other  technique  was  tried  on  the  car.  Attempts  were  made  to  enerf;i/e 
(resonate)  the  car  indirectly  by  bringing  into  its  pioximity  a dipole  (or  a loop).  A 
similar  device  was  used  for  receiving  the  signal.  The  results  of  these  tests  w<-re 
inconclusive. 
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TOP  VIEW 
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SIDE  VIEW 


Figure  HI.  .Schematic  — Field  Test  Auto 
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Figure  112.  .Schematic  — Kxperimental  Setup  for  Tuned  C’ircuit  Mode 
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MmiC  SYSTfM 


BASE  UNTTS: 

Quantity 


length 

mass 

tim« 

electric  current 
thermodynamic  temperature 
amount  of  substance 
luminous  intensity 

SUPPLEMfXTABY  UNITS: 
plane  angle 
solid  angle 

DEBIVED  UNITS: 
Acceleration 

activity  (of  a radioactive  source) 

angular  ac  celeration 

angular  velocity 

area 

density 

electric  lapacitanie 

elec  trical  conductance 

elec  trie  field  strength 

elec.tm  inductance 

electric  potential  difference 

elec  trie  resistance 

elec  tromotive  forc  e 

energy 

entropy 

fone 

frequency 

illuminance 

luminance 

luminous  flux 

magnetic  field  strength 

magnetic  flux 

magnetic  flux  density 

magnetomotive  force 

power 

pressure 

quantity  of  electricity 
((uanlity  of  heat 
radiant  intensity 
spec.ifii  heal 
stress 

thermal  conductivity 
veUx.itv 

viscosity  dynamic 

viscoaity.  klnamatic 

voltage 

volume 

wavenumber 

work 


metre 

kilogram 

second 

ampere 

kelvin 

mole 

candela 


radian 

steradian 


metre  per  sec  ond  squared 

disintegration  per  second 

radian  per  second  squared 

radian  per  second 

sc]uare  metre 

kilogram  per  cubic  metre 

farad 

siemens 

volt  per  metre 

henry 

volt 

ohm 

volt 

joule 

joule  per  kelvin 

newton 

hertz 

lux 

candela  per  square  metre 
lumen 

ampere  per  metre 

weber 

tesla 

amjiere 

watt 

[>as(  al 

coulomb 

loule 

watt  per  steradian 
joule  (>er  kilogram  kelvin 
pas<  a I 

watt  per  metre  kelvm 
metre  per  sec  ond 
pasc  al  sec  ond 
square  metre  |>er  sec  ond 
volt 

cubic  metre 

rec  iprix  al  metre 

joule 


SI  PBEmES 

Multiplication  factors 

1 oon  oncMMMJOOo  in" 

intNMNKMion  in'* 

1 (HM)  non  in* 

I (KW  to* 
jot)  in^ 
to  10’ 

0 1 to  ' 

0 01  in  * 
nooi  in  ' 
ixNKiooi  in  * 

OtNNMMMMIOI  Itl  * 
0 (lOO  onn  tMNi  igji  HI  " 

(HNNlounnonoononi  in  '* 

IMMMIOOO  000  (NNMNNUMIl  |0  '* 


SI  Symbol 


m 

kg 

s 

A 

K 

mol 

cd 


Formula 


K 

S 

H 

V 

V 

1 

N 

Hz 

lx 

Im 

Wb 

T 

A 

W 

Pa 

C 

1 


m/s 

(disintegrat  ionics 

rad/s 

rad/8 

m 

kgm 

A'V 

V'm 

V-s/A 

W'A 

V/A 

W<A 

N-m 

)/K 

kgnvs 

(cyi  le|/s 

im/m 

cd/m 

cd'Sr 

Am 

Vs 

Wb/m 

l'» 

N'm 
A>s 
N-m 
W sr 

|kg-K 
N m 
W m-k. 
ms 
Pss 
m B 
W A 
m 

(wave)  m 
Nm 


Prefix  SI  Symbol 


fera 

Hcg* 

mega 

kilo 
hec  to* 

deka* 

dec  I* 

« enti* 

mtlll 

mil  fc> 

nano 

pM  o 

(emio 

atto 


T 

(. 

M 

k 

h 

da 

d 

ni 

n 
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